Gift of Fire
Discussion Assignment 4
Safety on the Internet

(Chapter 3)
(20 pts)

Since technology is ever changing, many privacy issues arise. A particular issue on the main front of this issue deals with children and the Internet. The rise of social networking sites has allowed predators to find innocent and unsuspecting children and access personal information such as full names, address and even contact information. Typically, young children are unaware of the dangers that arise using such websites. 
Here are some topics that generate controversy (or may do so in the future). How do you prevent malicious acts from happening against children? Should there be censors on specific Web sites? Should parents have control over what sites their children can access and view? Should computers be allowed in schools? Do filters really work? What is the most effective way to protect children from the dangers of the Internet?
For this discussion, the assignment will take place in two phases:

· Post at least one message in two of the discussion forum threads.

· Continue to participate in two discussion forums. You may respond to other people’s postings or add original posts.
Please see the handout Discussion Guidelines for further information. 
A. Discussion forum: "Online Predators"
Series like Dateline MSNBC's "To Catch a Predator" (http://www.msnbc.msn.com/id/16895737) reveal the dangers children and teens face online and the efforts police are making to catch sexual predators. Websites such as Family Watchdog (http://www.familywatchdog.us) and the FBI's publication "A Parent's Guide to Internet Safety" (http://www.fbi.gov/publications/pguide/pguidee.htm) provide information to protect children online. How effective do you feel these and other measures are in protecting children from sexual predators online? What other measures do you feel should be taken? Are current laws sufficient for protecting children, or are additional laws needed? Privacy advocates have criticized sites like familywatchdog.us and shows like "To Catch a Predator" for violating the privacy of the people they expose and others. Some point to other people who are harmed by the exposure, but have not done anything wrong (i.e. spouses, children, parents, etc. of the sexual predators). Discuss these criticisms.
B. Discussion forum: "MySpace Suicide"
Megan Meier thought she had made a new friend in cyberspace when a cute teenage boy named Josh contacted her on MySpace and began exchanging messages with her. Megan, a 13-year-old who suffered from depression and attention deficit disorder, corresponded with Josh for more than a month before he abruptly ended their friendship, telling her he had heard she was cruel. The next day Megan committed suicide. Her family learned later that Josh never actually existed; he was created by members of a neighborhood family that included a former friend of Megan's. Now Megan's parents hope the people who made the fraudulent profile on the social networking Web site will be prosecuted, and they are seeking legal changes to safeguard children on the Internet.*
Social netwoking sites have been criticized for this incident and other incidents that include online bullying and reputation defamation, often by other children. How much responsibility do you feel these social networking sites have in these incidents? How much responsibility do parents have (the parents of the victims and the parents of the perpetrators). Should social networking sites be held criminally libel for these types of incidents? What can be done to prevent these types of incidents? In Megan's case, do you feel criminal charges are warranted against the neighbor who pretended to be Josh? What laws do you feel might apply? 
*information obtained from www.fox.news.com
C. Discussion forum: "Anonymity on the Internet"
There is a lot of debate over whether or not anonymity should be allowed on the Internet.  Some site a loss of community and illegal activities as reasons for banning Internet anonymity. Others point to the loss of privacy and legitimate uses of anonymity (including support groups for victims of violent crimes). Does the potential for harm by criminals who use anonymity to hide from law enforcement outweigh the loss of privacy and restraint on freedom of speech for honest people who use anonymity responsibly? Is anonymity an important protection against possible abuse of government power? Should people have the right to use available tools, including anonymizers, to protect their privacy? We can send hardcopy mail without a return address. Should there be more restrictions on anonymity on the Internet than in other contexts?
Grading:

Participating in the discussions as described above can earn up to 20 points as follows. (Please see the grading scale given in the Discussion Guidelines.)

	Phase 1
	0 - 5 points for each of two initial postings

	Phase 2
	0 - 5 points for each of two additional postings


Note: Some of these exercises are adapted from A Gift of Fire, by Sara Baase.

